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Guide on how to use and access
PREMS UI via Digital-Certificate

(PREMS)
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1. Pre-requisites
 Licensed Windows OS

* New Digital Certificate
« Mozilla Firefox 114, Google Chrome 114 or Microsoft Edge 114 or later versions
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2. Installation of New Digital Certificate

2.1. Run the new Digital Certificate Installer and click Next
(wesmmi04_renewed_2024.pfx)

or Certificate Import Wizard

Welcome to the Certificate Import Wizard

This wizard helps you copy certificates, certificate trust lists, and certificate revocation
lists from your disk to a certificate store.

A certificate, which is issued by a certification authority, is a confirmation of your identity
and contains information used to protect data or to establish secure network
connections. A certificate store is the system area where certificates are kept.

Store Location

© Current User

) Local Machine

To continue, dick Mext.

Mext Cancel
2.2. Click Next button.
€ ¥ Certificate Import Wizard
File to Import
Specify the file you want to impart.
| File name:
C:\PREMS ywesmmil4_renewed_2024.pfx Browse...

Note: More than one certificate can be stored in a single file in the following formats:
Personal Information Exchange- PKCS #12 {.PFX,.P12)
Cryptographic Message Syntax Standard- PKCS #7 Certificates (,P7E)
Microsoft Serialized Certificate Store (L55T)

| Next Cancel
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2.3. Input the password

€ _&» Certificate Import Wizard

Private key protection
To maintain security, the private key was protected with a password.

Type the password for the private key.

Password:

() Display Password

Import options:

(] Enable strong private key protection. You will be prompted every time the
private key is used by an application if you enable this option.

[[IMark this key as exportable. This will allow you to back up or transport your
keys at a later time.

Protect private key using virtualized-based security(Non-exportable)

8 Indude all extended properties.

2.4. Click Next

€ &* Certificate Import Wizard

Certificate Store
Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can spedify a location for
the certificate.

© Automatically select the certificate store based on the type of certificate
() Place all certificates in the following store
Certificate store

Browse.
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2.5. Click Finish.

€ &* Certificate Import Wizard

Completing the Certificate Import Wizard

The certificate will be imported after you dick Finish.

You have specified the following settings:
Certificate Store Selected Automatically determined by the wizard
Content PFX
File Name )

Finish Cancel

2.6. A pop-up message will appear, click OK

Certificate Import

o The import was successful.

0K
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2.7 Check if the certificate is installed correctly to the browser.

In Microsoft edge check out

1. Open Microsoft Edge, then open settings

@ © O & s x +

€« C @ settings

[ Spectrum Power7 [ MMMS PLSTUPD.. [3 WESM AccountD & Workbook SYSTEM.. [ MPRUP [ MPLUIB [ MPIWEEP-BxportRe— [ MPIWEEP-SAF M Gmail B YouTube hiy
Settings Your profile b Add profile

Q

Personal
| @ Frofies o S—— 2 @ sgnow
- ° =

& Manage account @
o sur profile in Micrasot Edge

Sy
F  Microsoft Reward:

£ Import browser data

G Profile preferences

28 Share browsing data with other Windows features

2. Under "privacy, search and services" scroll down and goto Security, then
click Manage certificates

Settings Security
0, security X Manage security settings for Microsoft Edge
® Profiles Mahage ceifificates ]
@) Privacy. search, and services
&) Appearance
V) Apps Microsoft Defender SmartScreen [ o]
D Sidebar
(3 Start. home. and new tabs
Block potentially unwanted apps )
@ Share. copy and paste

Website typo protection #ve you satisfed with website typo protection? & @ (D)
& Family safety Clear all previously allowed sites Clear
Use secure DNS to specify how to lookup the network address for websites [ o]

3. Check tabs personal if the certificate was installed and valid.

Intended purpose: <All>

Personal  Other People Intermediate Certification Authorities  Trusted Root Certificatior| 4 [ *

Issued To Issued By

Expiratio...  Friendly Name
=liemepo 1@iemop MMSSBCA 12/11/2024 <Mone>

Rl wesmmio4@wesmmi  MMSSBECA 1/14/2024 <Mone >

Import... Export... Remove Adwvanced

Certificate intended purposes

Close
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4. Check tab intermediate certificate authorities, MMSSBCA should be in

the list. check if DC is valid.

Intended purpose:

Intermediate Certification Authorities

<All=

Trusted Root Certification Authorities

L

Trusted Publ * | *

Izsued To Issued By Expiratio...  Friendly Mame
/Microsoft TPM Root... Microsoft TPM Root ...  12/11/203%  <MNone>
ElMicrosoft Update S. 6/22/2027  <None:>

Microsoft Root Certifi...
Microsoft

MMSRTCA

Un[n]
1/14/2024

_EJNCU-IFX-KEYID-DG... Microsoft TPM Root C... 716/2027 =<Mone > |
alr3 ISRG Root X1 9/16/2025  <None>
_nJRoot Agency Root Agency 1/1/2040 <Mone >
[5s/Sectigo ECC Domai... USERTrust ECC Certifi... 1/1/2031 <Mone >
| _nJSectigo ECC Organi... USERTrust ECC Certifi... 1/1/2031 <Mone >
i Import... Export... Remove Advanced
Certificate intended purposes "5
| <All=
| view
Close

5. Check trusted root certificate authorities, ROOTCA should be in the list.

Check if DC is valid.

Intended purpose:

<All>

Intermediate Certification Authorities Trusted Root Certification Authorities

Issued To
Lall rROOTCA

Issued By Expiratio...

Import... Export...

Certificate intended purposes

Client Authentication, Code Signing, Encrypting File System, Secure Email, IP
security tunnel termination, IP security user, Server Authentication, Time
Stamping

Trusted Publ ¢ | *

Friendly Name

Advanced

View

Close
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If you are using chrome, under settings.
1. Click "privacy and security.”
2. Scroll down and click manage device certificates.

3. Check tabs personal if the certificate was installed and valid.

4. Check tab intermediate certificate authorities, MMSSBCA should be in
the list. check if DC is valid.

5. Check trusted root certificate authorities, ROOTCA should be in the list.
Check if DC is valid.
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PREMS Browser access

3.1. Open your preferred browser and Go to https://prems-main.iemop.ph and the “select a
certificate” popup will appear, Choose the certificate you installed in step 2 and
click OK

New Incognito Tab X <+

X @ prems-mainiemop.ph

IST @ CTS 2§ Allapps|
Select a certificate

Select a certificate to authenticate yourself to prems-main.iemop.ph:443
Subject Issuer Serial

MMSSBCA 23146D03001A000...

Certificate information ° Cancel

Note : If the “selected a certificate” didn’t pop up, try using an incognito window.

3.2. Congratulation you can now access https://prems-main.iemop.ph using the new

f f
RENEWABLE ENERGY
MARKET SYSTEM

Digital Certificate.

Forgot Password?
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